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(1) Before granting certified status to
a newer version of a previously cer-
tified Complete EHR, an ONC-ATCB
must review an attestation submitted
by the developer of the Complete EHR
to determine whether the newer
version has adversely affected any pre-
viously certified capabilities.

(2) An ONC-ATCB may grant cer-
tified status to a newer version of a
previously certified Complete EHR if it
determines that previously certified
capabilities have not been adversely af-
fected.

(d) An ONC-ATCB that has been au-
thorized to test and certify Complete
EHRs is also authorized to test and
certify all EHR Modules under the tem-
porary certification program.

§170.450 EHR module testing and cer-
tification.

(a) When testing and certifying EHR
Modules, an ONC-ATCB must test and
certify in accordance with the applica-
ble certification criterion or certifi-
cation criteria adopted by the Sec-
retary at subpart C of this part.

(b) An ONC-ATCB must provide the
option for an EHR Module or a bundle
of EHR Modules to be tested and cer-
tified solely to the applicable certifi-
cation criteria adopted by the Sec-
retary at subpart C of this part.

(c) Privacy and security testing and cer-
tification. EHR Modules shall be tested
and certified to all privacy and secu-
rity certification criteria adopted by
the Secretary unless the EHR Mod-
ule(s) is/are presented for testing and
certification in one of the following
manners:

(1) The EHR Module(s) is/are pre-
sented for testing and certification as a
pre-coordinated, integrated bundle of
EHR Modules, which would otherwise
meet the definition of and constitute a
Complete EHR (as defined in 45 CFR
170.102), and one or more of the con-
stituent EHR Modules is/are demon-
strably responsible for providing all of
the privacy and security capabilities
for the entire bundle of EHR Module(s);
or

(2) An EHR Module is presented for
testing and certification, and the pre-
senter can demonstrate and provide
documentation to the ONC-ATCB that
a privacy and security certification

§170.455

criterion is inapplicable or that it
would be technically infeasible for the
EHR Module to be tested and certified
in accordance with such certification
criterion.

(d) Inherited certified status. An ONC-
ATCB must accept requests for a newer
version of a previously certified EHR
Module or bundle of EHR Modules to
inherit the previously certified EHR
Module’s or bundle of EHR Modules
certified status without requiring the
newer version to be retested and recer-
tified.

(1) Before granting certified status to
a newer version of a previously cer-
tified EHR Module or bundle of EHR
Modules, an ONC-ATCB must review
an attestation submitted by the devel-
oper of the EHR Module or presenter of
the bundle of EHR Modules to deter-
mine whether the newer version has
adversely affected any previously cer-
tified capabilities.

(2) An ONC-ATCB may grant cer-
tified status to a newer version of a
previously certified EHR Module or
bundle of EHR Modules if it determines
that previously certified capabilities
have not been adversely affected.

§170.455 Testing and certification to
newer versions of certain stand-
ards.

(a) ONC-ATCBs may test and certify
Complete EHRs and EHR Module to a
newer version of certain identified
minimum standards specified at sub-
part B of this part if the Secretary has
accepted a newer version of an adopted
minimum standard.

(b) Applicability of an accepted new
version of an adopted minimum stand-
ard.

(1) ONC-ATCBs are not required to
test and certify Complete EHRs and/or
EHR Modules according to newer
versions of an adopted minimum stand-
ard accepted by the Secretary until the
incorporation by reference provision of
the adopted version is updated in the
FEDERAL REGISTER with a newer
version.

(2) Certified EHR Technology may be
upgraded to comply with newer
versions of an adopted minimum stand-
ard accepted by the Secretary without
adversely affecting the certification
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status of the Certified EHR Tech-
nology.

§170.457 Authorized testing and cer-
tification methods.

An ONC-ATCB must provide remote
testing and certification for both de-
velopment and deployment sites.

§170.460 Good standing as an ONC-
ATCB.

An ONC-ATCB must maintain good
standing by:

(a) Adhering to the Principles of
Proper Conduct for ONC-ATCBs;

(b) Refraining from engaging in other
types of inappropriate behavior, includ-
ing an ONC-ATCB misrepresenting the
scope of its authorization as well as an
ONC-ATCB testing and certifying Com-
plete EHRs and/or EHR Modules for
which it does not have authorization;
and

(c) Following all other applicable
Federal and state laws.

§170.465 Revocation of authorized
testing and certification body sta-
tus.

(a) Type-1 violations. The National Co-
ordinator may revoke an ONC-ATCB’s
status for committing a Type-1 viola-
tion. Type-1 violations include viola-
tions of law or temporary certification
program policies that threaten or sig-
nificantly undermine the integrity of
the temporary certification program.
These violations include, but are not
limited to: False, fraudulent, or abu-
sive activities that affect the tem-
porary certification program, a pro-
gram administered by HHS or any pro-
gram administered by the Federal gov-
ernment.

(b) Type-2 violations. The National Co-
ordinator may revoke an ONC-ATCB’s
status for failing to timely or ade-
quately correct a Type-2 violation.
Type-2 violations constitute non-
compliance with §170.460.

(1) Noncompliance notification. If the
National Coordinator obtains reliable
evidence that an ONC-ATCB may no
longer be in compliance with §170.460,
the National Coordinator will issue a
noncompliance notification with rea-
sons for the notification to the ONC-
ATCB requesting that the ONC-ATCB
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respond to the alleged violation and
correct the violation, if applicable.

(2) Opportunity to become compliant.
After receipt of a noncompliance noti-
fication, an ONC-ATCB is permitted up
to 30 days to submit a written response
and accompanying documentation that
demonstrates that no violation oc-
curred or that the alleged violation has
been corrected.

(i) If the ONC-ATCB submits a re-
sponse, the National Coordinator is
permitted up to 30 days from the time
the response is received to evaluate the
response and reach a decision. The Na-
tional Coordinator may, if necessary,
request additional information from
the ONC-ATCB during this time period.

(ii) If the National Coordinator deter-
mines that no violation occurred or
that the violation has been sufficiently
corrected, the National Coordinator
will issue a memo to the ONC-ATCB
confirming this determination.

(iii) If the National Coordinator de-
termines that the ONC-ATCB failed to
demonstrate that no violation occurred
or to correct the area(s) of non-compli-
ance identified under paragraph (b)(1)
of this section within 30 days of receipt
of the mnoncompliance notification,
then the National Coordinator may
propose to revoke the ONC-ATCB’s sta-
tus.

(c) Proposed revocation. (1) The Na-
tional Coordinator may propose to re-
voke an ONC-ATCB’s status if the Na-
tional Coordinator has reliable evi-
dence that the ONC-ATCB committed a
Type-1 violation; or

(2) The National Coordinator may
propose to revoke an ONC-ATCB’s sta-
tus if, after the ONC-ATCB has been
notified of a Type-2 violation, the ONC-
ATCB fails to:

(i) To rebut the finding of a violation
with sufficient evidence showing that
the violation did not occur or that the
violation has been corrected; or

(ii) Submit to the National Coordi-
nator a written response to the non-
compliance notification within the
specified timeframe under paragraph
(0)(2).

(d) Suspension of an ONC-ATCB’s oper-
ations. (1) The National Coordinator
may suspend the operations of an ONC-
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